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1. Introduction 

 

Nowadays the world depends more and more on data because data can add 

significantly value to numerous economic agents. In the European Union (EU), 

there are regulations regarding the personal data: Regulation (EU) 2016/679 

(General Data Protection Regulation) and the ePrivacy regulation (ePR) that is a 

proposal for the Privacy and Electronic Communications Directive 2002 (ePrivacy 

Directive 2002/58/EC).  

The Regulation (EU) 2018/1807 aims to remove obstacles regarding the free 

movement of non-personal data across EU member states and Information 

Technology in Europe. Along with the General Data Protection Regulation 

(GDPR), this regulation ensures a comprehensive and coherent approach to the 

free movement of all data in Europe. The scope of the ePR is to reinforce trust 

and security in the digital single market by updating the legal framework on 

ePrivacy (ePR).  

These three regulations apply to each European country even though there are 

some opening clauses that leave the national legislators some leeway.  

In this report you can find the most important information related to these 

legislation. Additionally, in this document we will discuss how the European 

legislation about personal data protection has been adapted in Austria, Spain, 

Portugal and Czech Republic.  
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2. GDPR 

 

The GDPR (Regulation (EU) 2016/679) is an EU law on data protection and 

privacy for all individual citizens of the EU and the European Economic Area 

(EEA). It also addresses the export of personal data outside the geographic areas 

mentioned above. The GDPR is in force since May 2018 and has three main 

goals: 

a) Harmonize data privacy laws across Europe; 

b) Protect and empower all EU citizens data privacy; 

c) Reshape the way organisations across the region approach data 

privacy.  

 

Figure 1 - GDPR  

 

Source:  Business2Community (2019)  

 

With the GDPR, Europe is signaling its firm stance on data privacy and security 

and the GDPR reshapes the way in which companies/organizations manage data. 

The GDPR is applied to: 
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a) A company or entity which processes personal data as part of the 

activities of one of its branches established in the EU, regardless of 

where the data is processed; or, 

b) A company or entity established outside the EU that offers 

goods/services (paid or free) or that monitorize the behavior of 

individuals in the EU. 

 

2.1. Principles of GDPR 

The GDPR has some general principles regarding the process of personal data. 

One of these principles requires that data is processed transparently which 

means that this process must be clear and legitimate. Also, the amount of 

processed data has to be kept to a minimum, depending on the purpose the data 

has to be accurate and the storage time has to be limited to a period that is 

bound to the purpose. Additionally, integrity and confidentiality of the data have 

to be protected. The main principles of GDPR are present in the next figure.  

 

Figure 2 - Principles of GDPR 

Source: I-scoop (2019) 
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Generally, the main contact point for questions on data protection is the Data 

Protection Act (DPA) in each EU member state where your company/organization is 

based. However, if your company/organization processes data in different EU member 

states or is part of a group of companies established in different EU member states the 

main contact point can be a DPA in another EU member state.   

 

Find your National Data Protection Authority at:  

https://edpb.europa.eu/about-edpb/board/members_en 

 

2.2. Using, processing, storing and transferring data in EU 

As an individual, company or organisation you have the right to use, collect, 

store, transfer or manage personal data and to use data centers or cloud 

services anywhere in EU. The rules for dealing with personal data differ from the 

rules for the non-personal data. Nevertheless, personal and non-personal data 

are often collect and stored together and this is known as mixed data. There are 

some topics that the companies/organisations must fulfil when processing the 

personal data that are present in the next figure. 

 

Figure 3 - Processing personal data 

  

 

 

https://edpb.europa.eu/about-edpb/board/members_en
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Source: European Commission (2019) 

 

During processing, personal data can pass through different companies or 

organisations and within this cycle there are two main profiles that deal with 

processing personal data: the data controller and the data processor. 

 

Figure 4 - Data controller and data processor 

  

Data controller: decides the purpose 

and the way in which personal data is 

Data processor: holds and processes 

data on behalf of a data controller 
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processed  

Source: Own elaboration  

 

Companies/organisations that process data are obliged to keep records of 

processing activities, unless they have less than 250 employees. Also, 

companies/organisations have to designate a Data Protection Officer (DPO) when 

one of the following aspects applies: 

- When the processing is carried out by a public body (except courts); 

- When the core activities of the processer “consist of processing operations 

which, by virtue of their nature, their scope and/or their purposes, require 

regular and systematic monitoring of data subjects on a large scale”; 

- When special categories of data or “data relating to criminal convictions and 

offences” are being processed. 

 

The DPO is someone that may have been designated by the company and is 

responsible for monitoring how personal data is processed and to inform and 

advise employees who process personal data about their obligations. The DPO 

can be a staff member of your organisation or may be contracted externally on 

the basis of a service contact. The DPO also cooperates with the Data Protection 

Authority (DPA) serving as a contact point towards the DPA and the citizens.  

 

2.3. Consent regarding data processing  

The responsibility to comply with the GDPR depends on companies/organisations 

that process personal data. Taking into account the nature, scope, context and 

purposes of processing as well as severity for the rights and freedoms of citizens, 

the controller shall implement appropriate technical and organisation measures to 

ensure and to be able to demonstrate that processing is performed in accordance 

with this regulation. Those measures shall be reviewed and updated if necessary. 

Examples of these measures are pseudonymisation or encryption. 

The GDPR applies strict rules for processing data based on consent. The purpose 
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of these rules is to ensure that the individual understands what he/she is 

consenting to. This means that consent should be freely given by an affirmative 

act, such as checking a box online or signing a form. When someone consents 

the processing of his/hers personal data, you can only process the data for the 

purposes for which consent was given. It is also important to say that you must 

clearly provide individuals with information regarding who is processing the 

personal data about them and the reasons why. For example, the following 

figure should be included as a minimum:  

 

Figure 5 - Processing personal data 

 

Source: European Commission (2019)  

 

In some situations, the information you provide must also state: 

- The contact information of the DPO (if applicable); 

- What is the legitimate interest pursued by the company when you rely on this 

legal ground for processing; 

- The measures applied for transferring the data to a country outside the EU; 

- How long the data will be stored for; 

- The individual’s data protection rights; 

- How consent can be withdrawn (when consent is the legal ground for 

processing); 

- Whether there is a statutory or contractual obligation to provide the data; 

who you 
are 

who will 
receive the 

data (if 
applicable) 

why are 
you 

processing 
the 

personal 
data  

what the 
legal basis is 
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- In the case of automated decision-making, information about the logic, 

significance and consequences of the decision.   

 

It is important to note that this information should be clear and you must use a 

simple/plain language. 

 

The conditions for consent have been strengthened and companies/organizations 

are no longer able to use long illegible terms and conditions full of legal terms 

and concepts. The request for consent must be given in an intelligible and easily 

accessible form, with the purpose for data processing attached to that consent. 

Consent must be clear and distinguishable from other matters and provided in an 

intelligible and easily accessible form and language.  

The next figure shows an example of what should be done. In next figure you 

can see that GDPR has changed a lot of things for companies/organizations. 

Therefore, companies have to review their business processes, applications and 

forms to be compliant with e-mail marketing for example. In order to sign up for 

communication, prospects will have to fill out a form or tick a box and then 

confirm it was their actions in a further email. 

 

Figure 6 - Consent example 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: SuperOffice (2019) 
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2.4. Right to access and right to data portability 

Companies and organisations must ensure that individuals have the right to 

access their personal data, free of charge. If you receive such a request you 

have to: 

- Tell them if you’re processing their personal data; 

- Tell them about the processing (the purpose of the processing, categories of 

personal data concerned, etc); 

- Give them a copy of the personal data being processed (in an accessible 

format). 

 

With the new GDPR, it becomes more important to inform the customer or the 

person whose data you process about what happens to their data. The rights 

that you have to be aware of are summed up in the following figure. 

 

Figure 7 - Rights under GDPR 

 

Source: Serveit (2019) 

 

These rights are given to individuals to protect their private lives and control the digital 

footprints they leave behind when using internet-based applications and services. 
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These rights are meant to create openness, control and trust between all the parties.  

 

2.5. Data breaches 

A data breach is when the personal data is disclosed, either accidentally or 

unlawfully, to unauthorized recipients is made temporarily unavailable or is 

altered. 

If a data breach does occur and the breach poses a risk to individual rights and 

freedoms, you should notify your DPA within 72 hours after becoming aware of 

the breach.  

 

2.6. Fines 

Fines are getting bigger and the timelines are getting shorter. Under the GDPR, 

breach notifications are now mandatory in all members where a data breach is 

likely to “result in a risk for the rights and freedoms of individuals”. This must be 

done within 72 hours of first having become aware of the breach. Data 

processors are also required to notify their costumers, the controllers without 

undue delay after first becoming aware of a data breach.  

Therefore, the GDPR introduces a tougher enforcement regime and it exposes 

entities to increased financial liability. Several high level cases are ongoing and 

could cause fines up to 4% of the annual of a business if there is a serious 

infringement. The maximum penalty is 20 million euros or 4% of global revenue, 

whichever is higher. Data protection authorities can also issue sanctions such as 

bans on data processing or public reprimands.  

Under GDPR, fines are administered by the data protection regulator in each EU 

country. The final amount of the fines will be assessed and in what amount: 

gravity and nature; intention; mitigation; precautionary measures; history; 

cooperation; data category; notification; certification; aggravating/mitigating 

factors. If regulators determine an organization has multiple GDPR violations, it 

will only be penalized for the most severe one, provided all the infringements are 

part of the same processing operation.   
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2.7. Preparations for GDPR compliance 

The application of GDPR imposes strict requirements on the way 

companies/organizations collect, store and manage personal data. Having this in 

mind, GDPR provides citizens of the EU greater control over their personal data 

and assures that their information is being securely protected across Europe, 

regardless of whether data processing takes place in the EU or not.  

GDPR encompasses three main areas that every business needs to consider (see 

figure 5): 

1. The GDPR regulation itself; 

2. The systems you use to store all your customer data; 

3. The legal aspects of the regulation and how it will affect the way you 

handle personal data. 

 

Figure 8 - GDPR compliance 

 

Source: Own elaboration 

 

In addition, a key component of the GDPR legislation is privacy by design. Privacy by 

design requires that all departments in a company/organization look closely at their 

data and how they handle it. There are many topics a company has to do in order to 

be compliant with GDPR. Please find some steps that can help to get this process 

Systems 

GDPR 
regulati

on 

Legal 
aspects 
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started. 

 

1.  Map your company’s data: Map where all of the personal data in your entire 

business comes from and document what you do with the data. Identify where 

the data resides, who can access it and if there are the risks associated to the 

data that you have.  

 

2. Determine what data you need to keep: GDPR encourages a more 

disciplined treatment of personal data. Because of that, it is crucial to keep only 

the information than necessary and remove any data that you aren’t using. If 

your company/organization has collected a lot of data without any real 

benefit/use, is the time to consider which data is important to your 

company/organization. In the cleaning process you can follow the questions 

above: 

 Why exactly are we archiving this data instead of just erasing it? 

 Why are we saving all this data? 

 What are we trying to achieve by collecting all these categories of personal 

information? 

 Is the financial gain of deleting this information greater than encrypting it? 

 

3. Put security measures in place: develop and implement safeguards 

throughout your infrastructure to help contain any data breaches. This means 

putting measures in place against data breaches and taking quick action to 

notify individuals and authorities in the event a breach does occur.  

 

4. Review your documentation: under GDPR, individuals have to explicitly 

consent the acquisition and processing of their data. Pre-checked boxes and 

implied consent will not be acceptable anymore.  
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2.8. Awareness of the GDPR - one year after the implementation 

After one year of implementation the GDPR, the most important and 

significant change in the data protection legal framework, the European 

citizens are becoming more aware of the rights and duties that the 

application of the personal data protection legislation. 

According to the results published in June 2019 of the report “General Data 

Protection Regulation” carried out by the European Commission showed that 

the majority (more than two thirds) of the Europeans have heard of the 

GDPR  and they also have heard about the rights guaranteed by GDPR, with 

the exception of the right to have a say when decisions are automated 

(41%). Additionally, the countries that are know more of GDPR are: Sweden 

(90%), Netherlands (87%) and Poland (86%).  In addition, respondents aged 

25-54 (75%) are the most likely to have heard of GDPR, respondents aged 

15-54 are more likely than those aged 55 or older to be aware of their 

personal data rights and men are more likely to be aware of each of these 

rights compared to women. The longer a respondent remained in education, 

the more likely they are to be aware of this legislation.  

Additionally, Ireland, Slovakia and Poland have some of the highest 

proportions of respondents who have heard of GDPR and know what it is and 

also the highest proportions of respondents who have heard of all the rights 

asked about in the survey that was carried out.  

Concerning the awareness of national public authorities in charge of data 

protection, the majority (6 in 10) say they have heard about the existence of 

public authority in their country responsible for protecting their rights 

regarding their personal data.   

Since 2018, the national data protection authorities are in charge of enforcing 

the new rules and are better coordinating their actions. Nevertheless, there is 

still some work to do when it comes to the compliance issues because this is 

a dynamic process.  

According to the Deloitte Legal report “The GDPR: Six months after 
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implementation: Practitioner perspectives” there are still some work to do 

concerning the implementation of GDPR. The most important conclusions of 

these report suggested that is important to:  

 The first thing to do when it comes to compliance with the GDPR is to get to 

know the details about the processing of personal data because there is still 

a lack of awareness of basic rules; 

 Improve the transparency about the processing of personal data to data 

subjects as required under the GDPR; 

 Improve the guidance, recommendations or official positions from the data 

protection supervisory of the country; 

 Conducting staff awareness trainings and engage all the people with the 

most relevant GDPR requirements because everyone need to understand 

how to apply and implement in their everyday work; 

 The introduction of security measures that go beyond the required minimum 

standards (for example the encryption of all the documents attached to e-

mail); 

 Create a non-commercial platform to share specialized legal knowledge, 

good practices and practical and creative solutions among personal data 

protection specialists;  

 Guidelines for small and medium sized businesses in order to help them to 

apply new legal regulation on personal data protection in practice; 

 Creation of several templates to deal with several issues related to the GDPR 

(collect, implement and transfer personal data protection and request  

permission to transfer personal data;  

 Develop of some initiatives target at schools and training materials since 

early stages. 
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3. ePrivacy  
 

The Digital Single Market Strategy aims to increase trust and the security of 

digital services. The reform of the data protection framework, in particular the 

adoption of the GDPR, was a key action to this. The Digital Single Market 

Strategy also announced the review of Directive 2002/58/EC (the ePrivacy 

Directive) in order to provide a high level of privacy protection for users of 

electronic communications services.  

The ePrivacy Directive sets some rules guaranteeing the protection of privacy in 

the electronic communications sector. Electronic communications includes e-mail; 

applications; telephone; instant messaging; spam; direct marketing; 

telecommunication firms; mobile app developers; online advertising networks 

among many others. This directive also provides protection for users and 

subscribers of electronic communications services against unsolicited 

communications. 

The ePrivacy Directive requires providers of electronic communications services 

such as internet access and fixed and mobile telephone to: 

a) Take appropriate measures safeguarding the security of electronic 

communications services; 

b) Ensure confidentiality of communications and related traffic data in public 

networks.  

 

The three main goals of ePrivacy Directive are as follows: 

- Ensure an equivalent level of protection across the EU of the fundamental right 

to privacy and confidentiality with respect to the processing of personal data in 

the electronic communications sector. This protection is also granted to 

subscribers who are legal entities; 

- Ensure an equivalent level of protection with respect to the processing of 

personal data in the electronic communications sector to protect the fundamental 

right to data protection; 
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- Ensure free movement of personal data processed in the electronic 

communications sector and the free movement of electronic communications 

terminal equipment and services in the EU. 

The ePR will replace the EU existing ePrivacy Directive and Electronic 

Communications Directive 2002. This regulation is important because it means 

that it will be a legal act and enforceable in its entirety across all member states 

like GDPR. In addition, this proposal must ensure consistency with the GDPR.  

While the GDPR ensures the protection of personal data, the ePR aims to ensure 

the confidentiality of communications which may also contain non-personal data 

and data related to a legal person.  

The ePR was due to come into force on 25th May 2018 alongside with the GDPR, 

however, continued deliberation and lobbying of some have delayed the 

application of this regulation.  

 

3.1. Key points of the European Commission proposal  

The proposal for a regulation on high level of privacy rules for all electronic 

communications includes: 

Figure 9 - ePrivacy rules  
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Source: European Commission (2019) 

 

3.2. Stronger privacy rules for electronic communications 

As we seen before, more and more Europeans use online communication 

services and with the ePR Europeans electronic communications are confidential 

regardless of the technology used, the proposed rules will also apply to internet-

based voice and internet-messaging services.  

In the next figure, we can observe that Europeans need stronger privacy 

protection online especially on their mobile devices (computer, smartphone or 

tablet).  

In addition, Europeans want more transparency on direct marketing. Because of 

that, with this regulation people will have to agree before marketing messages 

are addressed to them by automated calling machines, SMS or e-mail for 

example. They will also have to agree to receive marketing calls, unless national 

law gives them the right to object to the reception of such calls. Additionally, 

marketing callers will need to display their phone number or use a special pre-fix 

that indicates a marketing call.  
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Figure 10 - Privacy protection online 

 

 

Source: European Commission (2017) 

 

3.3. Applicable law and cross-border situations 

The ePrivacy Directive does not contain an explicit provision with regard to the 

applicable national law. This may create legal uncertainty as to which law should 

apply in a cross-border context. The unclear situation derives from the lacking of 

a specific applicable law rule, which hinders an effective application of the rules in 

a cross-border situation. 

 

3.4. Relationship between GDPR & ePR 

There are few differences and similarities regarding the GDPR and the ePR. 

While the ePR protects the confidentiality of electronic communications the GDPR 

protects personal data. This means that the ePR complements GDPR in the 

electronic communications sector. In the next figure we have a comparation 

between GDPR and the ePR. 
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Figure 11 - GDPR vs ePR  

 

Source: European Commission (2016) 

 

3.5. Benefits for citizens and businesses 

According to the European Commission this regulation has some benefits for 

citizens and businesses. The main benefits for citizens and business can be seen 

in the next figure.  

Figure 12 - Benefits for citizens and businesses  

 

Source: European Commission (2017) 
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4. Personal data protection 

 

According to the European Commission, personal data is any information that is 

related to an identified or identifiable living individual. In other words, personal 

data is any information that can be used to identify a person. 

The EU privacy and data protection framework has two main regulations: GDPR 

and ePR. 

The GDPR 2016/679 is an EU regulation on data protection and privacy for all 

citizens of the EU and also the EEA.   

GDPR came into effect on the 25th May 2018 in each European country. The 

purpose of the GDPR is to impose a uniform data security law on all EU members 

so that each member state no longer needs to write its own data protection laws 

and, as a consequence, laws are consistent across the entire EU. GDPR 

requirements aim to create more consistent protection of consumer and personal 

data across all EU nations.  

In addition, GDPR focus on ensuring that users know, understand and consent to 

the data collected about them. The GDPR protects personal data regardless of 

the technology (automated or manual processing) used for processing that data 

in accordance with pre-defined criteria. Also, it doesn’t matter how the data is 

stored (for example video, paper, etc…), in all cases, personal data is subject to 

the protection requirements set out by the GDPR and ePR. 

The ePR aims to provide a high level of privacy protection for users of electronic 

communications services and was proposed by the European Commission in 

January 2017 as a part of its digital single market strategy and will replace the 

2002 ePrivacy Directive. 

Although the basic data protection regulation is directly applicable as an EU 

regulation in each EU member state, it contains some opening clauses and leaves 

the national legislator some leeway as we will see in the following section. 
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4.1. What regulations complement the European 

regulations  

 

4.1.1. Austria 

The regulations applied concerning personal data protection are: 

-  GDPR - in German Datenschutz-Grundverordung (DSVGO); 

- ePR; 

- Austrian Data Protection Act Datenschutzgesetz (DSG) that supplements 

the GDPR; 

- Data Protection Adaptation Act 2018 and Data Protection 

Deregulation Act 2018 (two amendments to Data Protection Act) were 

adopted to implement these opening clauses and margins. The Data Protection 

Adaptation Act 2018 was published in BGBl I No. 120/2017 and the Data 

Protection Deregulation Act 2018 in BGBl I No. 24/2018 both came into force on 

25th May 2018; 

- Data Protection Directive is a directive for the area of Justice and Home 

Affairs based on directive is based on EU Directive (EU) 2016/680 of the 

European Parliament and of the Council of 27th April 2016 on the protection of 

individuals with regard to the processing of personal data by the competent 

authorities for the following purposes: prevention, investigation, detection or 

prosecution of criminal offences, enforcement of sentences, on the free 

movement of data and repealing Council Framework Decision 2008/977/JHA 

(Österreichische Datenschutzbehörde, 2019). 

 

4.1.2. Czech Republic 

In the case of Czech Republic the legislation applicable are as follows: 

- GDPR; 

- ePR; 

- Resolution No. 205 (15th  March 2010) addresses cybersecurity issues and 

http://racek.vlada.cz/usneseni/usneseni_webtest.nsf/0/B76A28558E43BEE6C12576E4003F0505/%24FILE/205%20uv100315.0205.pdf
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has established the Ministry of Interior of the Czech Republic as a coordinator of 

cybersecurity issues and the national authority for the area;  

- Resolution No. 380 (24th May 2010) established the Interdepartmental 

Coordination Council for the area of cybersecurity; 

- Resolution No. 564  (20th July 2011) is related to Czech Cybersecurity 

Strategy for the period of 2011-2015; 

- Resolution No. 781 (19th October 2011) established the Authority as a 

coordinator for cybersecurity affairs as well as the national authority for the 

Cybersecurity area; 

- Cybersecurity Law (1st January 2015) is directly related to cybersecurity 

issues; 

- Decree No 437/2017 (8th December 2017) transposes the relevant legislation 

of the EU and regulates sectoral and impact criteria for the determination of an 

operator of essential service and specifications for determining the importance of 

an impact of the disruption of an essential service on the security of social and 

economic activities; 

- Act No 181/2014 Coll (19th December 2014) about cybersecurity and change 

of related acts were published in the Collection of Laws: Decree No 316/2014 

Coll. on Security Measures, Cybersecurity Incidents and Reactive Measures 

("Cybersecurity Regulation"); Decree No 317/2014 Coll. on Important Information 

Systems and their Determination Criteria; and, Governmental order No 315/2014 

Coll. which amends the Governmental order No 315/2014 Coll. which amends the 

Governmental order No 432/2010 Coll. on the Criteria for the Identification of a 

Critical Infrastructure Element; 

- Decree No 82/2018 Coll (21th May 2018) is connected to security measures, 

cybersecurity incidents, reactive measures, cybersecurity reporting requirements 

and data disposal (the Cybersecurity Decree). 

 

4.1.3. Portugal 

In Portugal, the personal data protection framework is regulated by: 

http://www.mvcr.cz/
http://racek.vlada.cz/usneseni/usneseni_webtest.nsf/0/5255FA315F9C1833C12578D90031ED95/%24FILE/564%20uv110720.0564.pdf
https://www.cybersecurity.cz/data/usneseni.pdf
http://www.psp.cz/sqw/sbirka.sqw?cz=181&amp;r=2014
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
https://www.govcert.cz/download/kii-vis/preklady/Order_432_2010_EN_v1.0_final.pdf
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- GDPR; 

- ePR; 

- ePrivacy act (29th
 

August 2012) that should be applied to the processing of 

personal data in connection with the provision of public available electronic 

communications services in public communications networks, including public 

communications networks supporting data collection and identification devices, 

specifying and complementing the provisions of Law nº 67/98 of 26th October. 

Companies providing public available electronic communications services should 

establish internal procedures for responding to requests for access to user’s 

personal data presented by the competent judicial authorities in compliance with 

the referred special legislation. Under the ePrivacy Act, the delivery of unsolicited 

communications for direct marketing is subject to prior consent of the subscriber 

that is an individual or the user; 

- Constitution of the Portuguese Republic (article 35) that stablish that all 

citizens have the right of access to any computerized data related to them and 

the right to be informed of the use for which the data is intended. Therefore, 

under this law, they are entitled to require that the contents of the files and 

records be corrected and up to date. This law determines what personal data is, 

as well as the conditions applicable to automatic processing, connection, 

transmission and use and should guarantee its protection by means of an 

independent administrative body; 

- Data Protection Act - Law 67/98 - (26th October 1998) which is the legal 

framework that generally applies to both private and public sectors as well as to 

any sector activity. Data Protection Act aims to protect an individual’s right to 

private life while processing personal data establishing the rights and associated 

procedures of natural persons (data subjects) and the rights, duties and liabilities 

of legal and natural persons when processing personal data. The Data Protection 

Act also sets out principles and obligations that data handlers must comply with 

when carrying out personal data processing. The general principle of this law 

stablish that the processing of personal data shall be carried out transparently 
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and in strict for privacy and for other fundamental rights, freedoms and 

guarantees; 

- Law 32/2008 (18th July 2008) which sets out the data retention obligations 

imposed on providers of publicly available electronic communications services. 

This law is related to the retention of data generated or processed in connection 

with the provision of public available electronic communications services or public 

communications networks; 

- Electronic communication laws - Law 5/2014 - (10th February 2004) and 

the ePrivacy Law. Under these laws, in the event of a security or integrity 

breach, these providers should notify the regulator (the National Communications 

Authority or ANACOM), the Comissão Nacional de Proteção de Dados and, in 

some circumstances, service subscribers and users; 

- EU Directive 2016/1148 concerning cybersecurity. Under this directive, there 

are measures for a high common level of security of network and information 

systems across the EU on July 2016. This directive allows the extension to other 

entities of the obligation to implement security measures and to notify security 

breaches. 

 

4.1.4. Spain 

In Spain, the personal data protection legislation that is applied are as follows: 

- GDPR; 

- ePR; 

- Lisbon Treaty (the charter of fundamental rights of the EU) and the 

Spanish Constitution of 1978 that are related to data protection and privacy 

and are both fundamental rights; 

- Several codes of conduct for data protection that were approved under 

the former Spanish data protection regulations for various sectors; 

- Sector-specific regulations that also include data protection provisions since 

certain categories of personal data and certain processing activities may require 

specific protection such as the processing of personal data within the financial, e-
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communications or health-related sectors; 

- New Spanish Data Protection Law (25th May 2018) provide specific data 

protection regulation in different fields that are not expressly included in the 

GDPR or that are included in the GDPR but with a scope that allowed for more 

detailed regulations to be introduced by the member states. Moreover, this law 

incorporates the Spanish legal system a list of new rights of citizens in relation to 

new technologies known as “digital rights”. This law also includes an amendment 

of Spanish General Electoral Law, allowing political parties to process of personal 

data for specific electoral promotional activities; 

- E-Commerce Law 34/2002 (LSSI) and the General Telecommunications 

Law 9/2014 (GTL) that are related to sector-specific regulations may also 

contain data protection provisions; 

- Directive EU 2016/680 (27th April 2016) of the European Parliament and of 

the Council of 27th April 2016 on the protection of natural persons with regard to 

the processing of personal data by competent authorities for the purposes of the 

prevention, investigation, detection or prosecution of criminal offenses or the 

execution of criminal penalties, and on the free movement of such data, and 

repealing Council Framework Decision 2008/977/JHA; 

- Cybersecurity code that brings together all the updated rules that directly 

affect cybersecurity. However, cybersecurity regulations still need further 

development. 
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In the next table, you find a brief summary of the personal data protection laws that are 

applied in Portugal, Czech Republic, Portugal and Spain.  

 

Table 1 - Personal data protection legislation 

 

 

 

Personal data Non personal 

data 

 

Additional  

personal  

data legislation  

 

Brief  

explanation 

 GDPR 

 

 

ePR 

 

 

Regulation 

(EU 

2018/1807) 

Austria ✓ ✓ ✓ Austrian data 

protection act 

Datenschutzgesetz 

The Austrian data protection act (DSG) 

supplements GDPR 

Data Protection 

Adaptation Act 2018 

(BGBI I No. 

120/2017) 

These two laws were adopted to implement the 

opening clauses and margins (in addition to 

amendments to numerous material laws) to the 

Data Protection Act. Also, these laws 

supplements GDPR Data Protection 

Deregulation Act 

2018 (BGBI I No. 

24/2018)  

Data Protection 

Directive 

This Directive is based on EU Directive (EU) 

2016/680 of the European Parliament and of the 

Council of 27th April 2016 on the protection of 

individuals with regard to the processing of 

personal data by the competent authorities for 

the purpose of the prevention, investigation, 

detection or prosecution of criminal offences or 

of the enforcement of sentences, on the free 

movement of data 

Czech  Republic ✓ ✓ ✓ Resolution No. 205   Address cybersecurity issues and established the 

ministry of Interior of the Czech Republic as a 

coordinator of cyber security issues and the 

national authority for the area 

Resolution No. 380 Established the Interdepartmental Coordination 

Council for the area of cyber security 

Resolution No. 564  Czech Cybersecurity Strategy 2011-2015 

Resolution No. 781  Authority as a coordinator for cybersecurity 

affairs as well as the national 

Cybersecurity Law  This law regulates the cybersecurity in Czech 

Republic and it is in force since 1st January 2015 
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Decree No 437/2017 This decree  transposes the relevant legislation 

of the EU and regulates sectoral and impact 

criteria for the determination of an operator of 

essential service and specifications for 

determining the importance of an impact of the 

disruption of an essential service on the security 

of social and economic activities 

Act No 181/2014 Coll Related to cybersecurity and change of related 

acts to this topic 

Decree No 82/2018 

Coll 

Connected to security measures, cybersecurity 

incidents, reactive measures, cybersecurity 

reporting requirements, and data disposal (the 

Cybersecurity Decree 

Portugal ✓ ✓ ✓ ePrivacy act  Processing of personal data in connection with 

the provision of public available electronic 

communications services in public 

communications networks, including public 

communications networks supporting data 

collection and identification devices 

Constitution of the 

Portuguese Republic 

(article 35) 

Stablish that all citizens have the right of access 

to any computerized data related to them and 

the right to be informed of the use for which the 

data is intended, therefore, under this law, they 

are entitled to require that the contents of the 

files and records be corrected and up to date. 

This law determines what personal data is, as 

well as the conditions applicable to automatic 

processing, connection, transmission and use 

and should guarantee its protection by means of 

an independent administrative body 

Law 67/98 of 26th 

October 

Legal framework about data protection act that 

generally applies to both private and public 

sectors as well as to any sector activity 

Law 32/2008 of 18th 

July 

Sets out the data retention obligations imposed 

on providers of publicly available electronic 

communications services 

Law 5/2014 of 10th 

February and 

ePrivacy Law 

Under these laws, in the event of a security or 

integrity breach, these providers should notify 

the regulator (the National Communications 

Authority or ANACOM), the Comissão Nacional 

de Proteção de Dados and, in some 

circumstances, service subscribers and users 

    EU Directive 

2016/1148 

Allows the extension to other entities of the 

obligation to implement security measures and 

to notify security breaches 
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Source: Author’s own elaboration  

Spain ✓ ✓ ✓ Lisbon Treaty 

Spanish Constitution 

of 1978 

Related to data protection and privacy and are 

both fundamental rights 

New Spanish Data 

Protection Law Law 

3/2018 of 7th 

December 

Provide specific data protection regulation in 

different fields that are not expressly included in 

the GDPR or that are included in the GDPR but 

with a scope that allowed for more detailed 

regulations to be introduced by the member 

states 

E-Commerce Law 

34/2002 (LSSI) 

General 

Telecommunications 

Law 9/2014 (GTL) 

Related to sector-specific regulations  

Directive EU 

2016/680 of the 

European Parliament 

and of the Council of 

27th April 2016 

Protection of natural persons with regard to the 

processing of personal data by competent 

authorities for the purposes of the prevention, 

investigation, detection or prosecution of 

criminal offenses or the execution of criminal 

penalties and on the free movement of such 

data, and repealing Council Framework Decision 

2008/977/JHA 

Cybersecurity Code States the main rules to be taken into account 

regarding the protection of cyberspace and to 

ensure the aforementioned cybersecurity 
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5. Non-personal data 

 

Free flow of non-personal data means unrestricted movement of data across border 

and Information Technology systems in the EU.  

The regulation on the free flow of non-personal data in the EU is already in force. The 

exact name for this regulation is regulation (EU) 2018/1807 of the European 

Parliament and of the Council of 14th November 2018 on a framework for the free flow 

of non-personal data in the EU. 

This regulation aims to ensure the free flow of data other than personal data within 

the EU by laying down rules relating to data localisation requirements, the availability 

of data to competent authorities and the porting of data for professional users.  

This regulation also applies to the processing of electronic data other than personal 

data in the EU which is: 

- Provided as a service to users residing or having an establishment in the Union, 

regardless of whether the service provider is established or not in the Union; 

- Carried out of a data or legal person residing or having an establishment in the 

Union for its own needs; 

This regulation does not apply to an activity which falls outside the scope of Union 

law.   

 

Figure 13 - Non personal data 

  

Source: Business2Community (2019) 
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The guaranteeing free flow of non-personal data has the following principles across 

the EU: 

- The free flow of non-personal data principle removes unjustified data localisation 

restrictions imposed by public authorities, enhancing legal certainty and raising trust; 

- The principle of data availability for competent authorities makes sure that the data 

remains accessible for regulatory and supervisory control also when stored or 

processed across borders in the EU; 

- Actions to encourage cloud services providers to develop self-regulatory codes of 

conduct for easier switching of provider and porting data back to in-house servers, 

which must be implemented by mid-2020; 

- Security requirements on data storage and processing remain applicable, also when 

businesses store or process data in another member state. The same applies when 

they outsource data processing to cloud service providers; 

- Single points of contact in each member states to liaise with other member states 

contact points and the commission to ensure the effective application of the new rules 

on the free flow of non-personal data. 

 

The GDPR and the regulation on the free flow of non-personal data will 

function together to enable the free flow of any data, creating a common 

European space for data. These two regulations together create legal certainty for 

companies and guarantee that personal and non-personal data can move freely within 

the EU.  

 

5.1. Free movement of data within the EU 

Data localisation requirements shall be prohibited unless they are justified on grounds 

of public security in compliance with the principle of proportionality. Therefore, the 

member states immediately communicate to the commission any draft act which 

introduces a new data localisation requirement or makes changes to an existing data 

localisation requirement in accordance with the procedures present in articles 5, 6 and 

7 of Directive (EU) 2015/1535. 
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In addition, the regulation applied to non-personal data ensures: 

- Free movement of non-personal data across borders: every organisation 

should be able to store and process data anywhere in the EU; 

- The availability of data for regulatory control: public authorities will retain 

access to data, also when it is located in another member state or when it is stored or 

processed in the cloud; 

- Easier switching of cloud service providers for professional users. The Commission 

has started facilitating self-regulation in this area, encouraging providers to develop 

codes of conduct regarding the conditions under which users can port data between 

cloud service providers and back into their own IT environments; 

- Full consistency and synergies with the cybersecurity package and clarification that 

any security requirements that already apply to businesses storing and processing 

data will continue to do so when they store or process data across borders in the EU 

or in the cloud. 

 

Along with this regulation the GDPR already provides for the free movement of 

personal data. By 30th May 2021, member states have some rules regarding to data 

localisation requirements laid down on the basis of existing Union law.  

 

5.2. Porting of data 

The European Commission shall encourage and facilitate the development of self-

regulatory codes of conduct at Union level in order to contribute to a competitive data 

economy, based on the principles of transparency and facilitate the development of 

self-regulatory codes in order to contribute to a competitive data economy.  

 

5.3. Procedure for cooperation between authorities 

According to article 7, each member state shall designate a single point of contact 

which shall liaise with the single points of contact with the others member states and 

the Commission regarding the application of this regulation. This means that member 

states shall notify to the Commission the designated single points of contact and any 

https://ec.europa.eu/digital-single-market/en/news/cloud-stakeholder-working-groups-start-their-work-cloud-switching-and-cloud-security
https://ec.europa.eu/digital-single-market/en/policies/cybersecurity
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subsequent change. 

 

5.4. Data availability for competent authorities  

As regards to article number 5 this regulation shall not affect the powers of competent 

authorities to request or obtain access to data for the performance of their official 

duties in accordance with Union or national law. After requesting access to a user’s 

data, a competent authority does not obtain access and if no specific cooperation 

mechanism exists under Union law or international agreements to exchange data 

between competent authorities of different member states, that competent authority 

may request assistance from a competent authority in another member state in 

accordance to article 7. 

 

5.5. Penalties for breaches 

This regulation lays out penalties for a breach which outlines different penalties for 

different infringements (the same sanctions that apply under GDPR also apply to the 

ePR). This means that penalties range from up to 10 millions euros or 2% of 

worldwide annual turnover for more serious breaches whichever is the higher in each 

case.  

The eventual fines are heavily dependent on a number of mitigating factors, such as 

the scale of the incident, whether a breach of regulation occurred as a result of a 

deliberate act and how diligent the company was regarding the prevention of such 

incidents from happening. 
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6. Systematized content catalogue 

 

Cybersecurity: is the practice of protecting systems, networks and programs from digital 

attacks. These cyberattacks are usually aimed at accessing, changing or destroying sensitive 

information, extorting money from users or interrupting normal business processes. 

 

Data Protection Act: independent public authorities that supervise the application of the 

data protection law. They provide expert advice on data protection issues and handle 

complaints against violations of the GDPR and the relevant national laws.  

 

Data Protection Officer: the person responsible for monitoring and the application of 

data protection rules in the European Commission. A DPO is an employee within your 

organization who is responsible for understanding and ensures your organization’s 

compliance. The DPO ensures the internal application of data protection rules in cooperation 

with the European Data Protection Supervisor. 

 

ePrivacy Regulation: proposal from the European Commission designed to strengthen the 

protection of European Union citizens private life and create new opportunities for business.  

 

GDPR: regulation in EU law on data protection and privacy for all individual citizens of the 

European Union and the European Economic Area. It also addresses the transfer of personal  

data outside the European Union and European Economic Area. 

 

Non-personal Data: electronic information that cannot be traced back to an identified or 

identifiable natural person (or has been anonymized as such).  

 

Personal Data: any information that relates to an individual who can be directly or 

indirectly identified. Names, photos, geographical information, web cookies, email address 

are some examples personal data.  
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7. Conclusions 

 

Data protection and cybersecurity are becoming essential values for society and, 

because of that, these two areas have recently undergone significant legal 

development and are more consolidated in the EU. 

The regulation for dealing with personal data differs from the regulation for the non-

personal data in EU member states. However, the regulations that concerns to the 

non personal data and personal data is the same for all member states. In this 

context, regulation (EU) 2018/1807 applies to the free flow of non-personal while with 

regard to data protection, as in all other EU jurisdictions, the main rule is the GDPR. 

Along with the GDPR the regulation related to the free flow of non-personal data will 

function together to enable the free flow of any data that will result in a common 

European space for data.  

In addition, the ePR sets some rules related to the protection of privacy in the 

electronic communications sector. In particular, this regulation applies to providers of 

electronic communications networks and services and was due to come into force on 

25th May 2018, alongside with the GDPR however continued deliberation and lobbying 

of some of its finer have delayed the application of this regulation. The ePR doesn’t 

contain an explicit provision with regard to the applicable national law which creates 

legal uncertainty as to which law should apply in a cross-border context. 

Nevertheless, although the basic data protection regulation is directly applicable as an 

EU regulation in each EU member state, it contains numerous opening clauses and 

leaves the national legislator some leeway. 
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